
Security Checklist
for Self-Managed Weaviate 
Deployments

This document provides a list of security measures that you should implement 
to protect the confidentiality, availability and integrity of your Weaviate 
installation. The list is not meant to be exhaustive.



https://weaviate.io/developers/weaviate/configuration/authentication#oidc
https://weaviate.io/developers/weaviate/configuration/authentication#anonymous-access
https://weaviate.io/developers/weaviate/configuration/authorization
https://weaviate.io/developers/weaviate/configuration/authentication#anonymous-access


https://weaviate.io/developers/weaviate/configuration/backups
https://weaviate.io/developers/contributor-guide/weaviate-core/setup
https://weaviate.io/developers/contributor-guide/weaviate-core/setup
https://weaviate.io/developers/weaviate/config-refs/env-vars#general


https://weaviate.io/developers/weaviate/configuration/replication
mailto:hello@weaviate.io

